Encrypting a Single Customer
View file using WinZip
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Introduction

As part of the Financial Services Compensation Scheme (FSCS) Faster Payout
project, deposit takers are required to send a sample Single Customer View (SCV)
file to Experian.

This document is a guide for deposit takers who have elected to send their SCV file
via encrypted email.

This document will walk you through all of the steps needed to encrypt your file using
WinZip and attach it to an email to send to Experian. info.exchange@uk.experian.com.

Assumptions

This document is written with the following assumptions;
e The sample SCV file has already been produced
e The Sample SCV file is saved in a location that the operator can access
e The operator has WinZip installed or has sufficient permissions to download
and install WinZip.
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Step 1 — Open WinZip

Open the WinZip program

If the display appears as below, then WinZip has opened in “Wizard” mode. You will
need to switch to “Classic” mode by clicking the “WinZip Classic” Button, in the
bottom left hand corner of the screen.

WinZip Wizard - Welcome

Welcome to the Windip Wizard!
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This Wizard automates the most common tasks involving fp files.
it features:
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* Fast access to Zp files in your Favorte Jip Folders

* Automatic installation of software distributed in Zip files
* Fast and easy zipping and unzipping

* Additional support for decoding MIM and LILE files
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fou can change your “Favorite Zip Folders" Opti
and other options by clicking the Options button. ons...
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Click "MNex" to continue.

Windip Classic Help < Back




Step 2 — Initial WinZip Interface

Now that WinZip is running in Classic mode, the display will appear as below
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Step 3 — Create an Archive

Part 1

The simplest way of beginning to create an archive is to drag and drop your SCV file
into the WinZip window.

1. Open a windows explorer window (by right clicking on the start menu and
selecting explore) and find the directory which contains your SCV file.

2. Position the mouse pointer over the file, press and hold in the left mouse
button.

3. Still holding in the left mouse button, move the mouse pointer over the white
area of the WinZip window. At this point you should notice the mouse pointer
change to have a little ‘+’ sign underneath it.

4. Release the left mouse button.
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Part 2
The WinZip ‘Add’ window should now appear

add X
Add to archive:
| Itmegrair\FSCs \sCv Files)|
Mew... | QOpen...
Action: — Compression
IAdd {and replace) files j {* Tip: Legacy compression (maximum compatibility)
Split Zip file: " ,Zipx: Best method (smallest size)
— - " Let me choose the spedfic compression method

ID-:n 't split j
Other Size IZip: Mo Compression j
| kB I
— Options — Archive Attributes

[ Encrypt added files [™ Indude only if archive attribute is set

[~ save full path info ™ Reset archive attribute

W Indude system and hidden files

Add Cancel | Help |

WinZip will suggest that the archive is created in the same directory as the SCYV file,
shown here in the first text box.

Click the ‘New..." button to assign a name to the archive (at this point you can also
choose a different location if required — make a note of the directory you have
selected as you will need it later).

This will open a standard windows explorer window
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Savein: [ () SCV Fies EE Q@2 e R
2)5Cy _Filel.csv
Filz name: ISC‘-I j OK I
Flesofype:  |Alfiles () [ Concsl_|
Help dL

The location of the archive can be changed by using the “Save in:” drop down list
Enter a name for your archive in the “File name” box, in this example it is called SCV
(the preferred naming convention for SCV files is documented in the FSCS Faster
Payout Q&A document)

Click the “OK” button



Part 3
add x|

Add to archive:
| 1:\mcgrair FSCS\SCV Files\SCV.zip

MNew... | Open,..

Action: — Compression
IAdd {and replace) files j % Zip: Legacy compression (maximum compatibility)
Spit Zip file: " Zipx: Best method (smallest size)

- {~ Let me choose the specific compression method
IDnn't split j
Other Size |Z|p: Mo Compression j
| KB =
— Dptions — Archive Attributes
¥ Encrypt added files I indude enly if archive attribute is set
[ save full path info [~ Reset archive attribute

¥ Indude system and hidden files

Cancel | Help |

You will now be returned to the Add screen, you will notice that the “Add to archive”
text box now contains the location and name of the archive file.

Make sure that all the settings are set as shown above.

Click the “Add” button

Part 4

You may now see a WinZip caution message
]

You should be awars of the
advantages and disadvantages of

« ' the varous encryption methods
before using this feature. Please
click on Help for more information,
particulary if this is the first time Help
you are using encryption.

[ Do not display this dialog box in the future.

This is for information only, click the “OK” button to proceed



Part 5

The next screen will allow you to assign a password with which to encrypt the file.
x|
MOTE: This password will remain in effect for all files that you add to or
extract from this archive until the archive is closed.

PASSWORD POLICY: Password must be at least 8 characters long.

Enter passwaord:

¥ Hide the password

Encryption method
" Zip 2.0 compatible (weak/portable) About Encryption |

oK I Cancel | Help |

Enter your chosen password in to both the text boxes

Ensure that the “Encryption method” is set to “256_Bit AES (stronger)” as shown
above

Click the “OK” button

Part 6

The file will now be added to the archive.
An information window will be shown

x

Your files have been added to the Zip file. The files have been compressed ("
and encrypted. They are unlocked until the Zip file is dosed. -
Space Savings: -28 Bytes (09%:) ;

Total Files in Zip File: 1

Total Size of Files
Before Compression: 0 Bytes
After Compression: 28 Bytes

™ Do not display this dialog box in the future.

Click “OK” to close this window.



Part 7
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This is the final screen, it shows the file that is contained within the archive. The
small padlock symbol to the left of the filename shows that the file has been
encrypted. The completed archive (SCV.zip in this example) is now ready to be
transferred to Experian.

At this point WinZip can be closed, the completed zip file can be found in the location
specified in part 2.



Step 4 — Attaching to an Email

The next step in the process is to attach the archive to an email.

Open your email software and compose a new message.

Address the email to info.exchange@uk.experian.com

In the subject box enter PIF8769 FRNXXXXXX Firm Name
Where XXXXXXis your Firm Reference Number and Firm Name is the name of
your organisation.

£® PIFB769 FRN123456 Bank Ltd - Message (HTML)

 Fle Edt View Insert Format Tools Actions Help

ETFEINIETN 1) || PYLER
To... [info Exchance
Ce.. [
Bec... |
subject:  [PIFa76% FRIN123456 Bank Ltd
=l
-]

Now click on the “Insert” menu, found at the top of the email window and select “File”
from the options

% PIFB769 FRN123456 Bank Ltd - Message (HTML)
 Fle Edit View |Insert | Format Tools Actions Help

| Elgend | [ 3 [ Bles 33 I ;[ ] AlBIU|=E= ==
Fie (Zipped)...
e [ins) Ttem...
ce. | [
Bec... |
Subjecti  |PIF769 FRIN 123456 Bank Lid
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This will open a standard windows explorer window.

Look in: I@ SCV Files j @~ Q X O [ = Tools ~

A Name = | size | Type

My Recent
Documents

Desktop

My Documents

My Computer
'?-- 4 | I ﬂ
o File name: - TrEsrE -
My Metwork I J L |
Places Files of type: [all Files (=.%) ~]  |_cencel

Highlight your SCV File archive (WinZip file) and click the “Insert” button. This will
attach the file to the email.
You should now have an email which looks similar to the one below

£® PIFB769 FRH123456 Bank Ltd - Message (HTML) N =]
File Edit View Insert Format Tools Actions Help
EleendH@‘%/@!ﬂ_«]i_q! Adal -l <|AB I U gggggggggg!
I Info Exchange
Subject: IPIF3769 FRMN123456 Bank Ltd
ttach... | I@SCV-HE (2 KE) Attachment Options...

|
|

| This is now ready to send.

Step 5 - Password Notification

To allow Experian to process the file, you will also need to send the password in a
separate email. Compose an email and send it to info.exchange@uk.experian.com,

use the same subiject line as the email with the file attached
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Contact Us

If you are having difficulty with any of the steps above, please contact our FSCS
Verification team on

Email — FSCSVerification@uk.experian.com
Telephone - 0844 481 5801



	Introduction
	Assumptions
	Step 1 – Open WinZip
	Step 2 – Initial WinZip Interface
	Step 3 – Create an Archive
	Part 1
	Part 2
	Part 3
	Part 4
	Part 5
	Part 6
	Part 7
	Step 4 – Attaching to an Email
	Step 5 - Password Notification

	Contact Us

